
Third Party Services used at Margaret River SHS 
- Third Party Services with Consent: 

 

   
 

 

Name Category Information provided: Terms of Use / 
Privacy Policy 

 
Mathspace for 
Schools 
https://
mathspace.co/a
u 
 
 
 

 
Mathematics 
Teaching and 
Learning 
 

Information provided: 
Student username, student password, student 
name, student email, school name, class details, 
student work/content, geolocation (country 
only), grades or performance, parent name and 
parent email. 
How the information is used: 
Enables students to participate in viewing 
instructional videos and practice examples to 
assist in the development of mathematical 
concepts. 
Where the information is stored: 
Outside Australia 

 
https://mathspace.co/term
s-of-use 
 
https://mathspace.co/au/
privacy-policy 
 
Date of Assessment:  
1 October 2019 
 

 
Education 
Perfect 
https://www.
educationperfec
t.com 
 
 

 

 
Teaching and 
learning 
References and 
resources 

Information provided: 
Student name, student email, school, phone 
number, class details, school year, student work, 
grades or performance and videos. 
How the information is used: 
Enables students to access an online learning and 
assessment platform with differentiated learning 
experiences.  There is the option to enrol in world 
series competitions against other students. 
Where the information is stored: 
Within Australia 

 
https://www.educationper
fect.com/legal/ 
 
https://www.educationper
fect.com/wp-
content/uploads/2020/11/
Education-Perfect-Terms-
of-Use-2020-04-14.pdf 
 
Date of Assessment:  
 March 2021  
 

 
Adobe Creative 
Cloud for 
Education 
https://www.ad
obe.com/au/cre
ativecloud/buy/
education.html 
 

 
Teaching and 
Learning 
 

Information provided: 
Staff/teacher: name and email 
Student: name and email 
Parent: name and contact information 
How the information is used: 
Includes Creative Cloud “All Apps” Education K-12 
2020 
Where the information is stored: 
Outside Australia  

 
https://www.adobe.com/a
u/privacy/policy.html 
 
https://www.adobe.com/a
u/legal/terms.html 
 
Date of Assessment:  23 
July 2020 
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Third Party Services used at Margaret River SHS 
- Third Party Services with Consent: 

 

   
 

Name Category Information provided: Terms of Use / 
Privacy Policy 

 
GameMaker 
Studio 2 
(Educational 
License ONLY) 
 
https://www.yo
yogames.com/
gamemaker 
  
 

 
Computer 
Programming 
Game Design 

Information provided: 
School name, username and password.  
How the information is used: 
Students will not be asked to create their own 
user account and instead will have access to 
Gamemaker via the school’s account. Enable 
computer programming through game design. 
Where the information is stored: 
Outside Australia  

 
https://www.yoyogames.c
om/legal/eula 
 
https://www.yoyogames.c
om/legal/privacy 
 
 
 
  
Date of Assessment:  1 
October 2019 
 

 
Grok Learning 
https://groklear
ning.com/ 
 
 
 

 
Teaching and 
Learning 
 
 
 
 
 

Information provided: 
Staff/teacher: name, email and other data  
Student: name, email, gender and other data  
How the information is used: 
Online programming platform. 
Where the information is stored: 
Within Australia 
 

 
https://groklearning.com/p
olicies/terms/ 
 
https://groklearning.com/p
olicies/privacy/ 
 
https://groklearning.com/p
olicies/security/ 
 
Date of Assessment:  24 
July 2020 

 
My Career 
Match 
https://www.my
careermatch.co
m.au/ 
 
 
 

 
Career 

Information provided: 
Staff/teacher: name, email 
Student: name, email, other data  
Parent: name, contact information 
Other data: school 
How the information is used: 
Career profile assessment tool. 
Where the information is stored: 
Within Australia 
 

 
https://www.mycareermat
ch.com.au/career-
advisers/terms-
conditions.htm 
 
Date of Assessment: May 
2021 
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Third Party Services used at Margaret River SHS 
- Third Party Services with Consent: 

 

   
 

Name Category Information provided: Terms of Use / 
Privacy Policy 

 
Book Creator 
https://bookcrea
tor.com/ 
 
 

 
Teaching and 
Learning 
 

Information provided: 
Staff/teacher: name and email 
Student: name, email, work/content, photos or 
videos and other data) 
How the information is used: 
Tool used for creating digital books 
Where the information is stored: 
Outside Australia  

 
https://bookcreator.com/t
erms-of-service/ 
 
https://bookcreator.com/p
p-row/ 
 
Date of Assessment:  20 
July 2020 
 
 
 
 
 
 

 
Edrolo 
https://edrolo.c
om.au/ 
 
 
 
 
 

 
Teaching and 
Learning 
 

Information provided: 
Staff/teacher: name, email  
Student: name, email, work/content, grades or 
performance data 
Other data: school, class details, school year 
How the information is used: 
Digital resources to support teaching and learning 
in secondary schools. 
Where the information is stored: 
Within Australia 
 

 
https://edrolo.com.au/priv
acy/ 
 
https://edrolo.com.au/ter
ms/ 
 
Date of Assessment:  
December 2020 
 

 
Fusion 360 
https://www.aut
odesk.com.au/pr
oducts/fusion-
360/overview 
 
 
 
 

 
Teaching and 
Learning 
References & 
Resources 

Information provided: 
Staff/teacher: name, email  
Student: name, email, geolocation data, date of 
birth, work 
How the information is used: 
Integrated CAD, CAM and CAE program 
Where the information is stored: 
Outside Australia  

 
https://www.autodesk.co
m/company/legal-notices-
trademarks/privacy-
statement 
 
https://www.autodesk.co
m/company/legal-notices-
trademarks/privacy-
statement/childrens-
privacy-statement 
 
Date of Assessment:  
February 2021 
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Third Party Services used at Margaret River SHS 
- Third Party Services with Consent: 

 

   
 

Name Category Information provided: Terms of Use / 
Privacy Policy 

 
Pixton EDU 
 
https://www.pix
ton.com/  
 
 

 
References & 
Resources 

Information provided: 
Staff/teacher: name, email, gender,  
School name 
Student: name, email, work/content, gender, 
username 
How the information is used: 
Web application for teachers and students to 
make comic strips. 
Where the information is stored: 
Outside Australia  

 
 
https://www.pixton.com/t
erms-of-use 
 
https://www.pixton.com/p
rivacy-policy 
 
Date of Assessment:  
October 2021 
 

Reading Eggs 
https://reading
eggs.com.au 
 
 

Teaching and 
learning 
 

Information provided: 
Student Username and password, student name, 
student email, school, class details, school year 
and student work. 
How the information is used: 
Support child’s learning to read with online 
reading games and activities that are easy to 
follow, self-paced, and engaging for young 
children. 
Where the information is stored: 
Outside  Australia 

https://readingeggs.com.a
u/privacy 
 
https://readingeggs.com.a
u/terms 

ReadTheory 
https://readtheo
ry.org/ 
 
 
 

Teaching and 
Learning 

Information provided: 
Staff/teacher: name, email 
Student: name, email, age, work/content, grades 
or performance data, class, year 
Parent: email 
School: name 
How the information is used: 
Teaching and Learning  
Where the information is stored: 
Outside Australia  

https://readtheory.org/ter
ms-and-conditions 
 
https://readtheory.org/pri
vacy-policy 

Micro:bit 
https://microbit.
org/ 
 
 
 

Teaching and 
Learning 
 

Information provided: 
Staff/teacher: name, email  
Student: name 
How the information is used: 
Learning Tool for Coding, Electronics and Robotics 
Where the information is stored: 
Outside Australia  

https://microbit.org/privac
y/ 
 
https://microbit.org/terms
-of-use/ 
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Third Party Services used at Margaret River SHS 
- Third Party Services with Consent: 

 

   
 

Name Category Information provided: Terms of Use / 
Privacy Policy 

Tinkercad 
https://www.tin
kercad.com/ 
 
 
 

Teaching and 
Learning 
References & 
Resources 

Information provided: 
Staff/teacher: name, email, other data) 
Parent: other data  
How the information is used: 
3D modelling program. 
Where the information is stored: 
Outside Australia  

https://tinkercad.zendesk.c
om/hc/en-
us/articles/360011519353-
Tinkercad-Privacy-FAQ 
 
https://www.autodesk.co
m/company/terms-of-
use/en/general-terms 
 

Sphero  
https://sphero.c
om/ 

Teaching and 
Learning 
References & 
Resources 

Information provided: 
Staff/teacher: name and email 
Student: name, email, date of birth, 
work/content, attendance and photos or videos 
Parent: name and contact information 
How the information is used: 
Computer Programming and Robotics Tutor 
Where the information is stored: 
Outside Australia 

https://sphero.com/pages/
privacy  
https://sphero.com/pages/
terms-of-use 

Arduino Create 
https://www.ard
uino.cc/en/main
/create 
 
 
 

Teaching and 
Learning 
References & 
Resources 

Information provided: 
Staff/teacher: name, email 
Student: email, work/content  
Parent: name, contact information 
Other data: school 
How the information is used: 
Write code, access content, configure boards and 
share projects. 
Information is stored - Outside Australia  

https://www.arduino.cc/e
n/privacy-policy 
 
https://www.arduino.cc/e
n/terms-conditions 
 

Canva 
https://www.ca
nva.com/educati
on/  
 
 
 

Teaching and 
Learning 
 

Information provided: 
 Staff/teacher: name, email 
Student: name, email, work/content, photos or 
videos 
Other data: school 
How the information is used: 
Creative design and presentation tools. 
Where the information is stored: 
Outside Australia 

https://about.canva.com/t
erms-of-use/ 
 
https://www.canva.com/p
olicies/privacy-policy/ 
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Third Party Services used at Margaret River SHS 
- Third Party Services with Consent: 

 

   
 

Name Category Information provided: Terms of Use / 
Privacy Policy 

PAT (ACER)  
https://www.ac
er.org/au/pat  
  

Assessment 
and Testing  

Information provided:  
Staff/teacher: name, email,   
Student: name, date of birth, work/content, 
gender, grades or performance data, other 
data   
Parent: name, contact information  
How the information is used:  
Tests to provide objective, norm-referenced 
information about students’ skills and 
understandings in a range of key areas.  
Where the information is stored:  
Within Australia  

https://www.acer.org/pri
vacy  
https://www.acer.org/onl
ine-terms-of-use  

OLNA Support 
https://olna.co
m.au/ 
 
 
 

Teaching and 
Learning 
 

Information provided: 
Staff/teacher: name, email  
Student: name, email, work/content  
Other data: school 
How the information is used: 
Practice materials for OLNA. 
Where the information is stored: 
Within Australia 
 

https://olna.com.au/priva
cy-policy/ 
 
https://olna.com.au/term
s-and-conditions/ 
 

Name 
Mega Seating 
Plan 
https://www.m
egaseatingplan.
com/ 
 
 
 

Category 
Classroom 
Management 

Information provided: 
Staff/teacher: name, email  
Student: name, email, attendance, behaviour, 
photos or videos, gender, grades or 
performance data, other data  
Other data: school 
How the information is used: 
Classroom seating chart generator. 
Where the information is stored: 
Outside Australia  

Terms of Use / Privacy 
Policy 
https://www.megaseating
plan.com/privacy 
 
https://www.megaseating
plan.com/terms 
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Third Party Services used at Margaret River SHS 
- Third Party Services with Consent: 

 

   
 

Name Category Information provided: Terms of Use / 
Privacy Policy 

Socrative 
 
https://www.so
crative.com/ 

Classroom 
assessment 
application that 
allows teachers 
to conduct 
engaging 
assessment of 
student learning 
in real-time 
through 
assessments, 
quizzes and polls. 
Educators can 
grade, monitor 
and evaluate 
learning in real 
time and provide 
feedback to 
students. 

• Student name 
• Student work/content 
• Class details  
• Student email 
• School name 
 
Data Location:     Offshore (Outside Australia) 

https://www.socrative.co
m/terms-of-use/ 
 
https://www.socrative.co
m/privacy 
 
 

PressReader 
 
PressReader.co
m - Digital 
Newspaper & 
Magazine 
Subscriptions 

Digital access to 
over 7000 
newspapers and 
magazines 
around the 
world. 
 
Educational 
resources; 
Media; Content 
libraries; Search 
and Reference; 
News 

Data Hosting:   Offshore (outside Australia)  
Data Classification:  
☒Non – personal identifying information 
☒Personal identifying information  
 
Information Disclosed:  
• Staff email address  
• Staff other data  
• Student email address  
 
 Age Restriction: None 

 Website: 
 
https://www.pressreader.
com/ Privacy Policy 
 
https://care.pressreader.c
om/hc/en-
us/articles/205818089-
Privacy-Policy 
 
 
https://care.pressreader.c
om/hc/en-
us/articles/205818089-
Privacy-Policy 
 

Informit 
Explore 
 
https://about.i
nformit.org/ex
plore/libraries/ 
 resource and 
research tool 

Purpose: Digital 
learning 
resource and 
research tool  

Data Location: Offshore (outside Australia)  
 
Information Disclosed:  
• Staff name • Staff email address • School 
name • Student name • Student email 

Privacy Policy: 
https://policies.rmit.edu.a
u/document/view.php?id
=59 
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Third Party Services used at Margaret River SHS 
- Third Party Services with Consent: 

 

   
 

Name Category Information provided: Terms of Use / 
Privacy Policy 

Typing.com 
https://www.ty
ping.com/ 
 

Purpose: 
Online typing 
tutor, digital 
literacy and 
coding 
platform with 
curriculum 
resources 
available for 
teachers and 
students. 

Data Location:     Offshore (Outside Australia) 
 
Information Disclosed: 

•Student email•Student work/content 

•Student grades or performance data 
•Student name •Student date of birth 

•Student attendance records 

 

Terms of Use:, 
https://www.typing.com/
termsofservice  
 
Privacy Policy:, 
https://www.typing.com/
privacypolicy 
 

 

Third Party Services with Consent (continued) 
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Third Party Services used at Margaret River SHS 
- Third Party Services with Notification: 

 

   
 

 

Name Category Information provided: Terms of Use / 
Privacy Policy 

Academy 
Photography 
https://www.aca
demyphoto.com
.au/ 
 
 
 

School 
Photography 

Information provided: 
Staff/teacher: name 
Student: name, date of birth, photos or videos, 
gender) 
Parent: name, contact information 
Other data: school, class details, school year 
How the information is used: 
School Photography  
Where the information is stored: 
Within Australia 

https://www.academyp
hoto.com.au/privacy/ 
 

Career Tools 
https://careerto
ols.com.au/ 

Career 
education & 
planning 
A student career 
planning and 
communication 
portal provides 
students with 
activities to 
develop career 
plans and create 
resumes, letters 
and ePortfolios 
to share online. 

Information provided: 
 Student name, home address/phone number, 
work/content, Other student data 
 Parent name/email/phone number 
 Student email, USI,  photos or videos, gender 
 Student username, School name 
How the information is used: 
Create career plans, resumes, letters and ePortfolios 
to share online.  
Where the information is stored: 
Within Australia 

https://www.careertool
s.com.au/privacy-policy 
 

ePlatform One 
https://eplatfor
m.co/au/eplatfo
rm-one 
 
 

Digital resources Information provided: 
Staff/teacher: name and email  
Student: name, email, date of birth and gender 
Parent: name 
How the information is used: 
Digital library with eBooks and audiobooks 
Where the information is stored: 
Within Australia 
 

https://eplatform.co/au
/privacy-policy/ 
 
https://eplatform.co/au
/terms-and-conditions/ 
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Third Party Services used at Margaret River SHS 
- Third Party Services with Notification: 

 

   
 

Name Category Information provided: Terms of Use / 
Privacy Policy 

 
EdCompanion 
https://bestperf
ormance.com.au
/solutions/edco
mpanion/ 
 

 
Teaching and 
Learning 
 

Information provided: 
Staff/teacher: name, email 
Student: name, date of birth, gender, medical or 
health data, grades or performance data. 
Other data: school 
How the information is used: 
Online teaching and learning tool. 
Where the information is stored: 
Within Australia 
 

 
https://bestperformanc
e.com.au/privacy-
policy/ 
 
 

Zoom 
https://zoom.us/ 
 

Web 
conferencing 

Information provided: 
Staff/teacher: name, email, personal information  
Student: name, email, photos or videos, other data  
These could fall in other data: school 
How the information is used: 
Web conferencing platform.  
Where the information is stored: 
Within Australia 
 

 
https://zoom.us/terms 
 
https://zoom.us/docs/e
n-us/schools-privacy-
statement.html 
 
https://zoom.us/privacy 
 
 

Sports Tracker 
App 
https://sportstra
ckerapp.com/ 
 
 
 

Teaching and 
Learning 
References & 
Resources 

Information provided: 
Staff/teacher: name, email  
Student: name, email, date of birth, gender, grades 
or performance data  
Other data: school 
How the information is used: 
Sports carnival record keeping software. 
Where the information is stored: 
Within Australia 

https://www.iubenda.c
om/privacy-
policy/19310311 
 
https://sportstrackerap
p.com/terms-conditions 
 

Informit Explore 
https://about.inf
ormit.org/explor
e/libraries/ 
 

Digital Learning 
resource and 
research tool 

Information provided: 
Other data: school 
Staff name, Staff email address, School name, 
Student name  
How the information is used: 
Sports carnival record keeping software. 
Where the information is stored: 
Within Australia 

https://policies.rmit.ed
u.au/document/view.ph
p?id=59 
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https://bestperformance.com.au/solutions/edcompanion/
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Third Party Services used at Margaret River SHS 
- Third Party Services with Notification: 

 

   
 

Name Category Information provided: Terms of Use / 
Privacy Policy 

 
Beyond Blue 
https://www.be
yondblue.org.au
/ 

 
References & 
Resources 

Information provided: 
Staff/teacher: other data 
Student: other data  
Parent: other data  
How the information is used: 
Provides services for good mental health practices. 
Where the information is stored: 
Within Australia 
 

 
https://www.beyondblu
e.org.au/general/privac
y-policy 
 
https://www.beyondblu
e.org.au/general/terms-
of-use 
 

 
TV4Education 
https://www.
functionalsolutio
ns.com.au/TV4E
ducation 

 
References & 
Resources 

Information provided: 
Student Username, student name, date of birth, 
school, class details, school year, profile or other 
photos and gender. 
How the information is used: 
An education video library. 
Where the information is stored: 
Within Australia 

 
https://www.functional
solutions.com.au/Tsand
Cs 
 
 

 
Passtab 
https://passtab.
com 

 
Student and 
visitor 
management 
system 

Information provided: 
Student name, student email, date of birth, school, 
class details, school year, attendance (late arrivals 
and early leavers), profile or other photos (visitor 
option) and medical or health (sick bay visits option).  
How the information is used: 
This is a visitor and student management system. 
Where the information is stored: 
Within Australia 

 
https://passtab.com/pri
vacy.html 
 
 

 
My EdOnline 
https://www.
myedonline.com
/ 

 
Teaching and 
Learning 

Information provided: 
Student Username and password, student name, 
student email, date of birth, school, class details, 
school year, student work, profile or other photos, 
gender, grades or performance and videos. 
How the information is used: 
A teaching and learning platform that enables 
educators to create, assess, track and share learning 
with a whole class or just one student. 
Where the information is stored: 
Within Australia 

 
https://www.myedonlin
e.com/privacy-policy/ 
 
https://www.myedonlin
e.com/terms-of-
service/ 
 
https://www.myedonlin
e.com/collection-
statement/ 
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Third Party Services used at Margaret River SHS 
- Third Party Services with Notification: 

 

   
 

Name Category Information provided: Terms of Use / 
Privacy Policy 

 
SmartSuite 
https://www.
functionalsolutio
ns.com.au/Smar
tSuite 

 
References & 
Resources 

Information provided: 
Student Username, student name, date of birth, 
school, class details, school year, profile or other 
photo and gender.  
How the information is used: 
Library management system 
Where the information is stored: 
Within Australia 
 

 
https://www.functional
solutions.com.au/Tsand
Cs 
 
 

 
Edval Timetables 
https://www.ed
val.education/ 
 

 
References & 
Resources 

Information provided: 
Staff/teacher: name, email, Other data: phone 
number, timetabling data  
Student: name, home address, telephone, email. 
Parent: name, contact information 
School name 
How the information is used: 
Timetable management 
Where the information is stored: 
Within Australia 
 

 
 
https://www.edval.edu
cation/privacy-policy    
 
https://www.edval.edu
cation/terms-
conditions/   
 

 
Edval 10 
https://www.ed
val.education/w
hat-we-
do/edval-
10/?lang=aus 
 

 
Insert categories 
e.g.  
Teaching and 
Learning 
References & 
Resources 

Information provided: 
Staff/teacher: name, email, personal information  
Student: name, email 
 gender, other data  
Other data: school   
How the information is used: 
Timetabling software. 
Where the information is stored: 
Within Australia 
 

 
https://www.edval.edu
cation/privacy-policy 
 
https://www.edval.edu
cation/terms-
conditions/ 
 
 

 
ASX Schools 
Sharemarket 
Game 
https://www2.as
x.com.au/  

 
Teaching and 
Learning 
 

Information provided: 
Staff/teacher: name, email,  
Student: name, photos or videos, gender 
Parent: name, contact information, financial data,  
How the information is used: 
Sharemarket game 
Where the information is stored: 
Within Australia 
 

 
https://www2.asx.com.
au/legals/terms-of-use 
 
https://www2.asx.com.
au/legals/privacy-
statement  
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Third Party Services used at Margaret River SHS 
- Third Party Services with Notification: 

 

   
 

Name Category Information provided: Terms of Use / 
Privacy Policy 

Media Education  
Competitions 
 
https://mediaed
ucation.com.au/
competitions/  

Creative work 
sharing 

School name 
Staff/teacher: name, email, telephone number 
Student: name, home address, telephone, email, 
work/content, photos or videos 
Parent: name, contact information  
How the information is used: 
Competition entry 
Where the information is stored: 
Within Australia 
 

http://www.sevenwest
media.com.au/privacy-
policies/privacy  
 

Stile 
https://stileedu
cation.com/ 

References & 
Resources 
 
Interactive 
science 

Information provided: 
Student name (optional), student email (optional), 
school, class details, student work, attendance 
(optional), grades or performance (optional) and 
videos (optional). 
How the information is used: 
This service provides science lessons for use in year 
7-10 classrooms. 
Where the information is stored: 
Within Australia 

https://stileeducation.
com/privacy 
 
https://stileeducation.
com/security 
 
 

Monitor WA 
https://www.
monitorwa.com
.au/ 

SmartRider 
card 
management 

Information provided: 
Student name, date of birth, school, profile or other 
photos. 
How the information is used: 
SmartRider card ordering with optional canteen 
payments. 
Where the information is stored: 
Within Australia 

N/A 
 
 

Music Edu Suite 
https://www.m
usicedu.com.au
/ 
 
 
 

Teaching and 
Learning 
 

Information provided: 
Staff/teacher: name, email 
Student: name, email, grades or performance data 
These could fall in other data: School 
How the information is used: 
E-learning Music curriculum designed to engage 
grade 6 - 10 students 
Where the information is stored: 
Within Australia 

https://www.musiced
u.com.au/policy-
privacy 
 
https://www.musiced
u.com.au/policy-
termsandconditions 
 

Photo 
Hendricks 
https://www.p
hotohendriks.c
om.au/ 

School 
Photography 
Service 

Information provided: 
Staff/teacher: name, other data  
Student: name, photos or videos, other data  
Parent: name, contact information, financial data, 
other data (list if provided) 

https://www.photohe
ndriks.com.au/privacy-
policy 
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Third Party Services used at Margaret River SHS 
- Third Party Services with Notification: 

 

   
 

Name Category Information provided: Terms of Use / 
Privacy Policy 

 Other data: school, class details 
How the information is used: 
School Photography Service 
Where the information is stored: 
Within Australia 
 

 
Please note: While the information in this review is considered true and correct at the date of publication, subsequent changes to 
the software or vendor policy may impact its accuracy. 
 
 
 
 
 
 

   

INFORMATION YOU SHOULD KNOW  
 

• Parent consent for students must be obtained in order to comply with the vendor’s Privacy Policy 
or Terms of Use. 

• This service enables students to upload content.  Teachers should supervise students to ensure they only 
upload personally identifiable content, including photos, that is required. 
 

TIPS FOR PROTECTING PERSONAL INFORMATION   
Practice and teach safe online practices (see below) 
 

Account creation and use 
Students may use their Department email address but should not use their Department sign-on password when 
setting up an account. 
Creating strong passwords 
Passwords created with a combination of upper and lowercase letters, numerals and special characters make it 
more difficult for other people to guess. 
Data minimisation 
Only provide personal information that is essential for use of the service.  Reconsider sharing any optional 
information including photos.  Remind students not to post any photos of other people without permission from 
the individual and parent. 
Highest privacy settings 
Always check the privacy settings available and apply the highest level. 

 
 
 


